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Motivation

V] Facilitate troubleshooting of EPICS

V] Channel Access issues during deployment of Wireshark (former Ethereal)
an EPICS system and development of EPICS
applications.

A network analyzer

v" Cross-platform (Windows, Linux, Darwin, ...)
v Written in C

Supports plug-ins

EPICS Channe| Access v Shared libraries (.so, .dll)
v" Introduce a dissector without re-compiling

A network protocol used by EPICS

v Discovery of input-output controllers (I0Cs) hosting EPICS Can capture packets off a network interface
records (typically via UDP/IP broadcasts) v" Save/load to trace files
v" Subscription requests to changes of EPICS record values
(client-to-10C) Support for higher-level protocol analysis
v" Monitoring of EPICS record values (I0C-to-client) v Awareness of TCP sessions, etc.

v" Setting of values (client-to-10C)

Command Payload size Data type Data Count

Parameter 1 Parameter 2 — = —Tr [ IF

File Edit View Go Capture  Analyze  Statistcs  Help

Eﬂh&r I cacmd == 1 W + Expression... b'glear o Apply
——
Mo, . | Time SOuCe Destination Protocol | Info E'
ud 10, 1772706 cabbage abcod, kekb, kek, Jp LA top  olbd > 49208 Kesponses: CA_FRUTO_EVENT_aADD
| 109 10800465 abcod. kekb.kek.jp  IOCRMCCC (A tcp 33184 > 5064 Requests: CAPROTO_EVENT_ADD, CAJ
Header Of d Channe' ACCGSS message° 111 10, 800816  TOCEMCCC abcod, kekb, kek. jp C4 tcp 5064 » 33184 Responses: CA_FROTO_EVENT_ADD, CA4_
113 11.023946  cabbage abcod, kekb, kek, ip C4 tep 5064 > 49208 Responses: CA_PROTO_EVENT _ADD
115 11.055417  cabbage abcod, kekb, kek. jp C4 tcp 5064 » 49208 Responses: CA_FROTO_EVENT _ADD, ©A_
117 11.089468  cabbage abcod, kekb, kek, ip C4 tep 5064 » 49208 Responses: CA_FROTO_EVENT_ADD, (A&
119 11.158231  cabbage abcod, kekb, kek. jp C4 tcp 5064 » 49208 Responses: CA_FROTO_EVENT _ADD
121 11.175858  cabbage abcod, kekb, kek., ip C4 tep 5064 » 49208 Responses: CA_PROTO_EVENT _ADD
123 11.742064  TOCEMCCC abcod, kekb, kek. jp » 33184 Responses: CA_ N _ADD,
125 12,025823  cabbage abcod, kekb, kek., ip C4 tep 5064 » 49208 Responses: CA_PROTO_EVENT _ADD E|
Conclusion ‘ 2
i GAIRNLLLLLL LLF W T S R LW AL WYY YL R N -p 1 I o i By
C4 Payload size: 24 E'
C4 Data type: DBRE_TIME_DOUBELE (20)
CA Data Count: 1
Status: ECA_NORMAL (1)
Client provided Subscription ID: C0O0000CZ
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Shows connection-specific channel IDs as human-
readable channel names

Plugin available for Linux, Windows and Darwin
Binaries and source code available here

Screenshot of Wireshark dissecting a CA packet.

http://www-linac.kek.jp/cont/epics/wireshark
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