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What are your PLCs up to when you’re not home ?

I/O Performance issues ?
Intermittent cycle time issues ?
Maintenance flags ?

Unreported diagnostic

messages ?
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Collecting diagnostics information from PLC devices ?
* Proprietary access to diagnostics data, how to get to it ?

« Mixed brands and models of devices, how to manage your
inventory ?

* Where to aggregate this information ?

« How to impact as little as possible process management ?
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PLC Diagnostics Agent
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Configuration E data

STEP7
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DIAMON / MOON
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CMW data
propagation

Modbus
PLC Query

JMX / Jolokia data
propagation

Web Browser

PLC Diagnostic Monitoring HTTP Access
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Open-source diagnostics solutions

« CERN employs primarily two brands of PLCs :
« Schneider Electric Unity series
 SIEMENS Step7 series

« Schneider equipment supports diagnostics via plain
Modbus

« SIEMENS equipment supports diagnostics via Step7

« LIBNODAVE is an open-source Step7 client library that
allows the retrieval of internal diagnostics.
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Collecting and propagating metrics

« The PLC Diagnostics Agent queries diagnostics information
regularly :

* Propagates the resulting information through Publisher
modules (DIM, CMW but also JMX and HTTP/JSON for third-
party compatibility)

* Publishes its own heartbeat for continuous availability

* Provides metadata about the PLC monitoring process itself
(probe count, number of devices under monitoring, last known
replies etc...)
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Collecting and propagating metrics (2)
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Collecting and propagating metrics (3)
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Impact on device under monitoring

« Performance measurements over 3 000 cycles :
» Diagnostics probe cycle tested at 200 Hz and 0.2 Hz.
* Impact is negligible on high-end devices.
 Significant but manageable on low-end devices.
 Stability measurements over 3 000 000 cycles.
« PLC process control was not affected.

« Resource usage is kept to a bare minimum (one active
connection, poll every 30 seconds).
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Impact on device under monitoring (2)
Impact of Diagnostics Monitoring on a SIEMENS PLC $7-315-2PN/DP
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Impact on device under monitoring (3)
Impact of Diagnostics Monitoring on a SIEMENS PLC S7-414-2
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Conclusions

PLC Diagnostics Agent can easily be integrated in your environment :

» Single Linux RPM package or DockerFile, deployable on any Linux
platform.

» Device inventory configuration via local JSON or CSV files.

« Publication of diagnostics data via Java Monitoring Extensions or HTTP /
JSON (via Jolokia)

 Integration with the ELK Stack (ElasticSearch / Logstash / Kibana)
for the rapid production of availability dashboards.
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Questions ?

« Thank you for your attention.
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