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i critical systems — need for verification = need for convenient specification
-‘8 * Programmable Logic Controllers (PLCs) are often used to control critical systems
(o  Formal verification (e.g. model checking) can improve the quality of critical systems:
.Z It checks 1f the designed/implemented system satisfies its requirements
o = A specification method 1s needed that can describe the requirements of the system
= But: « Available formal methods are typically not adapted to the PLC domain
A‘_ = difficult usage, need for extensive training or external expertise
* The PLC specification methods are typically not formal or not convenient
oo E : — core logic
. 2a) Main requirements . + 2¢) Core logic description
. . . T One singl li t ently fit the di t dules (with state-based, data-flow-oriented and time-dependent behaviour).
. A formal, lightweight behaviour description || Dhorefone e miroduced three types of core Ingic deseriptims: site machine modules, imput-outout comection modulos and PLC fimer modules
, method 1s needed that 1s useful in practice. . 1 343 different logic description method for different behaviours:
I I
I ° I ° ° [
i Theretore we need: | i State machines I/0O connection modules PLC timers
. * simple semantics adapted to the PLC domain I For modules with For modules with complex For modules with
: ~ Sp@CiﬁC treatment for the 77O han dling : enumerable states data-flow or integer states timed behaviour
[ . I
: (to keep the core 10g10 clean) : Main concepts: states, transitions, | | Main concepts: blocks, input/output Represents TON, TOFF or TP
'O ' multiple formalisms for the different behaviours i guards, triggers i, 481 Bl
8- o limited expressivity to limit the possible errors - — New value TON
Lt e e e e e e e e e e o e o e o e e e e e e e e e e e e e e e e e e ] — expression to delay:
(7, @disable @ — x AND y
@) T T T T T - - - - [DisabledD Enabledj — mM“Jf)p‘(%t i delay length: dT
) ] oo o i - . ' reset events:
5 3 2b) Structure of the specification , e > el Wy reset
Each module (both composite and leaf modules) is further decomposed into three main parts. i ’ ValueOutput y—== > on false (@reset2
. ® (1) input definitions, (2) core logic, and (3) output definitions. According to the semantics of
: i PLCspecif, these parts are executed sequentially. i
@) i i
i g [ ExampleModule C Composite module Stateless module Alternative module
: 1 Assigned inputs: Assigned outputs: [ , , , , , ,
= « ValueReq : INT16 e Value - INT16 To group different behaviour Module without state, only input-output To have different behaviour
1 * EnableReq_fromLogic : BOOL e Status : BOOL I descriptions together definitions (e.g. stateless safety logic) depending on some inputs
o i * EnableReq fromScada : BOOL .
e i . EgableReq_fromField: BOOL deClaratlonS
B :
® . param . s .
¢ : ' PMax : INTI6 param : == e e input definitions -output deflnltlonlsj
Input definitions: — . . .
| i — o - ' 2d) Expression description .
Event definitions: . LY I I . o _ . . ) . - o . . o
1 e @disable < risine edge(DisableRe ri=1 In Ut defl n Itlons i T he input or output definitions may contain complex expressions. While -the artthme}‘tc form is suitable to describe Szmpl? expressions (“a ORb”), |
O @ g_edge( 9 (pri~l) t does not scal I PLC ts th th description methods: AND/OR tables and switch-case tabl
L I R @enable - EnableReq_fromLogic OR EnableReq_fromScada . : It aoes not scaite up weltlt. Speczfsuppor S ne usage OfO er expression descriplion meinoas. aoles and swiicn-case iaoies. :
OR EnableReq fromField (pri=2) i . . . [
o. I : : E | Arithmetic form a AND NOT b AND c or inl * 10 + offset l
o ] Core logic (state machine) i I :
@disable i
- . ' | . l
® I Enabled} core logic | AND/OR table Switch-case table :
0 @enable i I To describe complex Boolean expressions To treat complex assignments I
I 0
— ¥ | Output definitions: . l X = Case ] | Case2 Value= | V <PMin |V >PMax || result :
I e Valuye = ValueReq | ValueReq I : B .
N i T pMin | s pMax | result I : a true true T ' PMin :
- T ~ pMin | b || false | false F T PMax i
F T PMax TAST T ] C true :
: d i output definitions : e O F F oV :
. — | i Enabled) | resul [
- Value ln‘Stati( : Valtue : : The x will be set to true if _Value will be: |
) P 0 [ i a AND NOT b AND ¢ (Case 1), « PMin, if V < PMin, :
i * Status = in_state(Enabled) _ l or if  PMax, if V > PMax, I
. ‘e a ase 2). * Valuereq, 1 m<yv < ax.
i Invariant properties: i : AND NOT b AND NOT d (Case 2) ValueReq, if PMin <V <PM :
i * ALWAYS PMin < Value £ PMax ASSUMING PMin < PMax invariants : OthGI'WiSC, x will be false. Amblguny, incompleteness, Consisl‘ency :
i I x =a AND NOT b AND (c OR NOT d) can be checked automatically i
I
I---------------------------I :. ________________________________________________________________ U
Improved understanding Code generation
» Specification helps both reuse and software evolution * [t 1s possible to automatically generate PLC code based on a PLCspecif specification
(7p) * Decoupling I/0 handling helps to focus on the core logic * The generation process can be configured and fine-tuned to match to the user’s expectations
.": * A restricted method helps to make unambiguous and implementable specifications * The generated code preserves the properties satisfied by the specification
. ¢ simple semantics, well-adapted to the omain makes the specifiers confident a property 1s cnecked on the specification, it does not have to be cnecked on the implementation
qq-) The simpl ti l1-adapted to the PLC domai kes th 111 fid If s checked on th ification, it d h be checked on the impl /
c
QL
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Consistency checking and formal verification Equivalence check, refinements
Equival d hecking is th ng the behavi dels with [ tics, e.g. if th
~ . The consistency (ambiguity, completencs) of the specification can be checked Equivalnce and conformance chekin s the process o comparing the beiiours of models wit formal semanics g 14y
 Formal argumentation about correctness is possible (e.g. model checking, cf. PLCverif) It is possible to compare the behaviours (not the syntax!) of two specifications/implementations
* The user can extend the specification with invariant properties Use cases: * Comparing two versions of the same specification (refinement)
E.g. X and Y outputs should never be true at the same time. » Comparing specification to legacy or manual implementation
inva riantS The user can define for each variable the required level of conformance
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